i

Richard Outerbridge
Interac Association
August 21, 1998




Strengths & Weaknesses
Why Bother?
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lMoest no blame goes to...

f. 5
gned by Lars R. Knudsen
in Ottawa at SAC'97

'S My interest?
Interac Association
Sometime DES programmer
Natural extension of DES
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o i
)ased on the DES
than triple-DES

Simple, straightforward, easy
Better than triple-DES

Evolutionary, not revolutionary
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For 128- & 192-bit keys, six rounds
For 256-bit keys, eight rounds
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— Reduced number of reunds could be exploited

Encryption and decryption not the same
— Decryption must “pre-swap” and “post-swap”
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-;6 8} 64-hit blocks

éted COopYy

CBC enecrypt the lot using DES, an IVZ
of zero, and a fixed key-scheduling key

KS key Is 0x0123456 /7/89abcdef
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/ OOO__OOOOOOOOOOOO
0x2000000000000000

Ox1000000000000000 (128 & 256)
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. it Keys, Just as fast

hit keys, and 8 rounds, only
) as fast as 3DES
Key scheduling very, very, slow
128/192 : BE+7K (6K?); 256 : BE+9K (8K?)

Reported K/S speeds : “raw DES” K/S
cycles only 63% of actual
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ys ':' () 2~168 DES encryptions,
meet-in-the-middle attack

256-bit keys : 27224 DES encryptions,
meet-in-the-middle attack
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dire to Stefan L ucks,

s

: .__._:98 (see the BCL)
» 2121 DES encryptions,

choesen-ciphertexts

192- blt keys 2-+3° DES encryptions,
requiring 27° chosen-ciphertexts

192-bit keys : 27t DES encryptions,
requiring 2*8 chosen-ciphertexts
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it cushion, 60 years

224-80 . 132-bit cushion, 216 years
DEAL is sub-optimal, but sufficient
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bit'crypto-variable?

more classes of bad things :
Equivalent keys
Complementary keys
Weak keys
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on DES breaks DEAL
trap doors, so does DEAL

ot useful for hashing
Not well suited for dynamic rekeying
No faster than triple-DES
“Certificational” weaknesses
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technoelegy, over the long term
Lower cost to implement and deploy
No algorithm will ever be fast enough
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offddoption suddenly more
peed of operation...
Jht” implementation possible

sSWprisome when 3DES standardized
Software Is a poor excuse for hardware
Hardware can alway$ be fa$t enough

Prima-facie better than 3DES
DEAL is an “null-hypothesis” candidate
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